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% —% SCALANCE S f&j4t+

BETENZLERNAS , BIIBHASE , NAT/NAPT |, BRH AR VPNE , SCALANCE
$612/613K A BB LMK Cell R . XHEX F ASNEMEHBIEMIR, BEERME, IEHR
ERATEEM,

SCALANCE S612/613#% 2 Bai{t TN AMENHHRER , 55 A TRIETAMNTHER
ENZE  RIP I M= RE, 5Softnet Security ClientZF g4 —#2 | ATLASKH A AR M
BRI HERE, B3I A Security Configuration Tool T E A LAf&j B Ay FISCALANCE S , # BABE
ERENTEEE  FEETWTRE AR,

SCALANCE STR#t T A TR R £ IhEE :

Bk, IR BRNITIAE ( Stateful Packet Inspection ) , AT LU IEIPFR LA R # 3E FR 41
PR M BRI 48R B # SCALANCE SIR# o

L2 M IPSeciEM . SCALANCE SAILUBNASE BERE. IPSechEETEHMAISCALANCE S2[H]
BY  BERgE, AEMETRZEANBRREZEMN,

TR, BEE R LA A FFIEMRAMEE . IPFIFEIPHT AT LAFEIPSechR & H & fi

e, SCALANCE STTLMERN BREIRS, TTLABT ZBRMES , EBERRMAM, TRIERE
SCALANCE SHY A ) L BX 9 3R 37 B9 F M

RIPIREAMMER, B ABAMVPNIIBEAT AN AR MAIRE |, IMREREANFLH

ERFMERFTEMI, SCALANCE SAFREASHRATURIABREH TR XEWRE Y
SCALANCE SEREEFHIMEF , METITFREEMAS. SCALANCE SRIXLERNBHR |,
AR T SEEALAS,

SCALANCE SEH2MRI45H A , HAPort1 A &HRIZH A TEZNTMNE |, MPort24& EFR12H

ATEZERIMEG . ABNENT AR,
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Portl , 5\

»
>

Port2 , M ( ZRIFAEIME )

#— 2 DHCP JR&%
2.1 DHCP #Ei&

DHCP & Dynamic Host Configuration Protocol Z%E , ©# &l & & BOOTP , Bl“ZhAS EHLE & th
W
BOOTP A RA T XA EHEEAIMEE LEAY , MEXEHLEEA BOOTROM A 2HEER 3 H

PERE EMEE , BOOTP M AT LA B zh it AREEE AR E TCP/IP 238, 1B BOOTP B — M= : B1ER

Fit

HAEERESEFRNESBL , ME , SIPHXERBSN, RAS 2 , BOOTP FEHRZ"
A", EEBRN P BRIFEF |, BOOTP 9 — X —X N LIEKFEEAMARE,

DHCP AIEAHE 2 BOOTP WIBEEIRA , EX NN EG : — MRS/ , MB —MREF .
FRER IP MR ERLIERH DHCP ARREHERE , HARAERF iR DHCP EX ; MF ik
68 A R BR 2R 20 BL T 5RAY IP BREH B, LG BOOTP , DHCP ZE "L HI8EE , AR AD
BN DEEF T IwAY TCPIPRE , MA , (ENFRAREE , DHCP B£8R T BOOTP Client BIFEXR.

SCALANCE S A BAMEJ NEB M 45 #9 DHCP AR5 2% |, iX#¥ IP it it B3 D ECLA AR KB HY IR Z . IP
Y S BRI AR B FASH iR | WA AR —REDE—MEEWN IP ik, FRIANELY
A2 Ko
2.2 DHCP i

DHCP MZASHE : DHCP Server

|
—_—
Host 1 )
192.168.0.3 192.168.0.1 Host 2
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M LEAZSEH P & E L Hostl F Host2 43 5 5 SCALANCE S Y% 0 1 ( External ) %O 2

(Internal)#83%, H & Hostl A FEE SCALANCE S, T SCALANCE S 45 Host2 ZhZ& 2 B IP it

TEEL B SCALANCE S 2 BiEEE & Security Configuration Tool (i #k SCT)E 4 V2.1 MR Ao

FE | AXIR
1 TFSCT, RFmEmeEEnr O kNRHFRRENAFER  RESERVAFMZANR
B, XERFBNBEDEN s, [l OKEBALER,
User Marme B
Pazsword I
Pazsword confirmation ]
ak. | | Cancel |
2 HF Type , Adi FHFEE | B ERMAM SCALANCE S , iX B F SCALACNE S612 V2 fR s,
£ IP Address ext 1 Subnet Mask ext 45 SCALANCE S612 K AR IP ith it F 7 P #8553
192.168.0.1 M 255.255.255.0, &&/G3E SCALANCE S612 L #) MAC 41k % A E MAC Address
o
£ Security Configuration Tool [ Configuration1 -- C:\Program Files\SIEMENS\Security Configuration_Tool\Projects\Configuration1\ ]
Project Edit Insert Transfer Wiew Options Help
Dle|m| S| x| 5755 bl [= %
Offline Yiew Mumber ‘ Mame J Tvpe | IP Address ext. Subnet Mask ext. | IP Address int. i Subnet Maskint. | Default Router | MAC Address H
=3 Al Modules ER Modulel  |SE12Y  ~|192.168.0.1 255.255.255.0 08-00-06-96-94-E7
57 Module?
@ WM Groups
Feady Current User: s Role: Admin Stenderd Mode | Offine @
3

Rif View X8 | EESHER Advanced Mode,

"
D] o] x| SEE
Offlire View | ® Offine Crl+Shift+D
=42 All Modules [ Orline CrrlD

5 Modulel

@ VPN Groups

Feacy Current User: s Fiole: Admin Standard Mode :Oﬂline 2

X EE—NBEENEE , BRR—BRESRER , FR2RERERN,
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Security Module Engineering

Do wou want ko change to advanced mode? Warning: I vou make changes in advanced maode, yvou cannok return ko standard mode!

XEB & Yes &4,

WG IR E PR E E R R Edit PIERE M Property BT, B HERBEMEX EFE, ZEAR

SCALACNE SHIERER,

Muodule Properties - Modulel

[%l Metwark l ﬁm Firewall Settings ] S5L Certificate ‘J: Time Synchronization ] {'ﬂ Loagging 1 Hodes ]
=2 VPN ] B4 Routing Modus 8 BHEF Server

[ activate DHCP

static |P Addreszes:

MAC Address CligntlD IF Address

dynamic [P Addresses:

Start End |

ak | Cancel | Help |

EERBEUEXNIEESR | FFEEDHCP Bit. EIA IP DB OB 192.168.0.10 RYBIA# 3 A K
192.168.0.99 MY &5 R ht | XM ERFTFEE S SCALANCE S #Y IP it &b F A — P ER, XE T
LUARRIRIE MAC 3 SRIREEER P bt |, XBERIFEIN. HAYBRIAN 2 X, R OK &4

ZERo
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Muodule Properties - Modulel

] Netwark l ﬁm Firgweall Settings ] 551 Cerlificate ‘J: Time Synchronization ] L Lagging 1 Nodes ]
=2 VPN ] B4 Routing Modus 8 BHEF Server

¥ activate DHCP

static |P Addreszes:

MAC Address CligntlD IF Address

Add ‘ Remove

dynamic [P Addresses:

Stat  [192.168.0.10 End  [132168.0.99

ak | Cancel | Help |

REIEELWNGRERE [E REZWME, RE Hostl 49 IP #b31k 192.168.0.3, REIEEL
# T B4R, Tﬁiﬁ FJ SCALANCE 612 1 , ERRR &M, ALK Detail<<RHEE

TEHFMIRA ., MR SCALANCES FELRINTE , TEBIERIZMEMZER,
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Download configuration to security module:

todule Mame; %uh-h:udule'l

|F Address: 11 92.168.0. MAC Address: | 08-00-06-36-34-E7

¥ Logon as current user

T o s T T T T
Start Sbaort Cloze

ATrYaErE| Security Configuration Tool |3|
hittpz: /#1921

https: /41921 &
R b \:!') Transfer finished successfully...
https: /#1921
-

hittpz: /#1921 K fted
2] | ok |

hittpg: 192, E—— :
. Section was transfered successfully V0.0.0.1

hitps://192.168.0.1:443, dhcpd.conf deleting...

httpz: /192, 168.0.1: 4434 hosts deleting. ..

hitps: /4192.168.0.1:44 3/ machostz deleting...

Setting lacal time

httpz: /#1192 168.0.1: 443 Reboot, please wait 1-2 minutes. .

[

008 3:21:13 P Transfer finizshed successfully.

el

4

REBEH Host2 B9 IP S B Zh3REL.

Internet Protocol (TCPZIP) Properties

General | Altemate Configuration |

You can get [P settings azzigned automatically if your netwark, supparts
thiz capability. Otherwize, pou need ta azk your network administrator for
the appropriate |F settings.

(®)ilbtan an |F address automaticall
() Uze the following IP address:

| |
| |
| |
() Obtain DNS server address automatically

(%) Use the following DNS server addresses:
Preferred DS server: | . . . |

Alternate DMS zemver | . . . |

[ [0]8 ][ Cancel l

REMELEIRSH DHCP BRE B EMIZIZA IP 1k, £ CMD %A IPconfig —all i R EREL
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CAWINDOWS\System32cmd. exe

C:=“Documents and Settings“Administratorripconfig —all
Windows IF Configuration

Host Mame : SIMATIC
Primary Dns Suffix H

Mode Type : Unknown
IF Routing Enabled H

WINS Proxy Enabled

Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix

Description : UIA Bhine II Fast Ethernet Adapter
Physical Addres=s. . . . . . . . . : B8-B0-B6-78-BA-AD
Dhcp Enabled

Autoconf iguration Enabled

IP Address. . - & & = & = =« =« = - = 192.168.0.189

Subnet Mask : 255.255.255.8

Default Gateway H

DHCP Server - 192.168._8.1

Lease Obtained H ZBBEZFF_Z_.-E]ZE 16:37:13
Lease Expires . . . . . -« . &« o . = ZBBBEZ__.-E]‘iE 16:37:13

C:*“Documents and Settings*Administrator>

=% Syslog
3.1 Syslog #&i&
Syslog 2 IP WM&k B EEBMFRENNL. XANRE Syslog BEEWESKFRR Syslog L,

AR Bi =R & & 3% Syslog 15 B MV,

Syslog ¥ @ — Client/Server B945#3 : Syslog Ki% & KiEDTF 1024 NF1745 Syslog K
Ho. BWEEEHFN Syslogd , Syslog daeman =& Syslog server, Syslog 5& 2 A1 L& UDP
HE TCP RRIE. BIRAEAMIALH , FTLUBT SSL #THIEME

Syslog BB ATHEREMNEENLLTE, AZBRFNBEFLENEREHZIF Syslog ,

X1 Syslog Fi AT AN R EIR B RS iE A EXXHBIR REFM,

SCALANCE S Y B EX M AT LUBT A S KIE R Syslogd £, iXFERILA S EHYEEFZ B

SCALANCE S,

3.2 Syslog 4%

Syslog M HSHE :
Quelnn Client Syslog Server

Host 1 P
192.168.0.3 192.168.0.1 9
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Hostl & SCALANCE S Byim O 1 #85%E , IP it N FrR. TEBCIE SCALANCE S 2 RI EERL &

Security Configuration Tool(f&#5 SCT)# 4 V2.1 R4S, 7E Syslog client FEE L% Syslogd , X

BRETRK Kiwi syslog daemon,

FF HARDR
1 £ DHCP R BHASLSRE 4, NEEREIFREER L Edit PIEFE M Property T,
¥ HERE XS EHE, {F8E Enable logging to Syslog Server i3 , 1% & 192.168.0.3 #9 Syslog
Server iy IP #h3it, RifF OK IRHELE R,
Module Properties - Modulel %
w2 VPN ] Fouting Modus ]
[%l Metwork, ] ﬁﬂi Firewall Settings ] S5L Certificate 21" Time Spnchronization ]
Local LogBuffers
Ewent Claszes to log
enable Event-Class Ring-B uffer One Shot Buffer  Log buffer
[V Packet Fileer E vents (firewall] ‘o i~ Packet Lag
I 2 : & Audit Log
IV System events m o e Syster g
Metwork Syzlog
J¥ Enable logging to Syslog-Server Syslog Server |1 92168.0.3
[~ Use symbolic names in log Module Hostname |Module
Ewent Clazzes to log
enable Event-Clazs Aszign Severity assign Facility
[ Packet Filker Everits [firewall] |default LI |default L]
[ Audt Events | defaul | | defaul |
[ System Events S
QK. | Cancel | Help |
2

REMNTEHIMESZE DHCP IE WP 6, FTF Kiwi syslog daemon , AJEAE JL SCALANCE S #9

A&,

10
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% Kiwi Syslog Service Manager (Version 8.0.1) CEx
File Edit Yiew Manage Help

\Display 00 [Default] |

Date Time Priority Hostname Meszage i
02-03-2008 13:14:01 Sysloginfe 192.168.0.1 FEB 03 21:14:01 syzlogd: restart

b

1005 2MPH | 1314 12-03-200¢

EAUEAYDS ]
4.1 B KEEMEIR

BN EAESRRESFREERINITENMERHBIER. AEXETABMEL
BhiP R4 BT, BhASETE A LA A EInternet , WA AR A Intranet , 32 EEEMN
TR RHIFM R, BB A T LR LS B MR 9 05 15 B FI4HIRIBAE | RIPPLCEIIZIRE
EENET. BAETURT T RHESF Pt RS | WAKAENRE RSN
HEHERE | KEAR —HENRL KK,

SCALANCE StER B K T EEARM R LEARMEEARURF RN LT 2, XREKER
BRLEAS  FEABNEINEBPMENBIERT A FEL, AL TAMEIT KZSCALANCE S
Bh KEEEIERY . SCALANCE SXEFRS @M |, SEIPHEIE (2BHEN ) , FRBRFFERN
Bh K B HIThEE,

4.2 Bi KIEEA RS
Bh K BB ESE

Firewall SCALANCE X414-3E

=
1

Host 1
192.168.0.3 192.168.0.1 192.168.0.100

E#1 Hostl 5 SCALANCE S Fyiw O 1 #MhE , A1+l SCALANCE X414-3E & SCALANCE S By

WO 2 fHE, XA Hostl & F 4™ |, M SCALANCE X414-3E &b T EZBM4E ., BRIA SCALANCE S 2

11
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— MBI AEE | BRIEEAASBELRASME , REEEE —RINWASAFELENBRITERRR

EBM L, BT IRE , Hostl AT LA PST T B33 % SCALANCE X414-3E , 7 Hostl AR A LUEE

|E 3% %% 25 3% %% SCALANCE X414-3E B9 Web,

=
F5 | ANSR
=1 7% S— - Ny Ry
1 $%E DHCP RS BNASLI]E 2, MEHREIRRELRE Edit FUEERE ¥ Property o
ey “ - FTREETS —) k1>
B HERBEMEXEE, ZEHX R SCALACNE S KIFR R
Module Properties - Modulel @
[%l Network ﬂﬂi Firewall Settings ‘J—N Time Synchronization ] Raouting Modus]
i Configuration
i o ) Allows access to NTP server from
= = internal to external network.
Allawe [P traffic from intermal ta Allow SiClock time messages from
extemnal netwark external to internal network.
Aillows [P traffic with 57 protocol from Allow access to DMS zerver from
internal to external netwark internal to external nebwork
Allaw access to DHCP server fram 5 ; - : :
iR e [ Bllow configuration of nodss via DCF
7 IP Logaing 1 MAC Log Settings
™ Log tunneled packets ™ Log passed packets
™ Log blocked incoming packets [ Log blocked incoming packets
™ Log blocked cutgoing packets ™ Log blocked autgaing packets
ak. Cancel Help
RIFM T INDE S% DHCP BB PR 6.
2

BRBMEIER |, 7£ Hostl F#TH PST T E |, HENEZHINRE, SR TLUKIMNE SCALANCE

So

Wi Primary Setup Tool - Broadcom NetXireme 57xx Gigabit Controller - Packet Scheduler Minipo. .. g|§|g|
Mebwork.  Module  Settings ¢

5 sin

General information

Device name : Scalance S Bux

B IE 5 B8 AEFTFF 192.168.0.100 K9 Web TTHE .

12
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Q- ©Q HNRB G Lo e @ - L BLA B

-
Address | @] 192.168.0.100

@ The page cannot be disp Microsoft Internet Explorer

@ Internet Explorer could not open the search page.

The page you are looking for is currently u
site might be experiencing technical difficul

to adjust your browser settings,

$TFF SCALANCE S ¥r/f /B MR I I HE 1% 2 Firewall setting 2 |, f#8E Allow configuration of
nodes via DCP, R ii OK R4 R,

Module Properties - Modulel 5]

] Metwork ﬂﬂi Firewall Settings l L Time Synchronization] Routing Modusi

i Configuration
I LT e o e Allow access to NTP server from
e e e internal to external network.
Allave [P traffic from intermal ta Allow SiClock time meszages from
external network external to internal nebwork.
Allavy [P traffic with 57 protocal from Allow access to DMS server from
internal ko external netwark ittermal to external nebwark

Allow access to DHCP server from

iR e v &llow configuration of nodes via DCP

7 IP Logging - 7 1 MAC Log Settings
I Log turmeled packets [ Log passed packets
I Log blacked incaming packets [ Log blacked incoming packets
I Log blocked outgoing packets [ Log blocked outgaing packets

QK. ‘ Cancel | Help ‘

EREESREN , EASFRNSZE DHCP B /M 3 M 4, =ik Firewall settings 2, =i IP Serive
Definitions... 340, 7& TCP RS , M d3&4H Add IP Service 38 i1—“ IP BRSS ServiceO , 52X H

FRHHTTP, BEMHAOFTIREN 80, ZwAFTRE HTTP REMWIK AT, RAFRTE OKE R,

13
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IP Service Definitions

IF Services ] ICMP ] Semvice Gru:uups1 Group Management1
Marme I Protocal | Source Port | Target Port
HTTP tep oo [ &0
Add [P Service Remowve IP Service I
(]9 I Cancel ‘ Help I

*£ Firewall settings &R BEMXFES , 2 Add Rule R4 |, BIM—ANLELHAN |, SHER AT
Allow , 75 a1 A A EBBIAER External->Internal , BRSES A HTTP, LA MURIBEZEERER IPFMEW

P, XERNHKIN. K OKRHELER,

Module Properties - Modulel

=8 PN ] Fouting Modus 1 @ DHCP-Server ]
[%l Metwork ﬁﬂi Firewall S ettings ] S5L Certificate ] ‘J—N Time Synchronization ] rl,—'ﬂ Logaing ] % Modes ]
IP Rules | MAC Rules |
Action I Direction I Source IP I Diestination [P I Service I Bandwidthihd... I Log
|ﬂllow Li | External-:Intermal Li HTTP hd
s
Expand Collapse 4dd Rul it ek
Holirars Aileite il Remawve Rule 1 ¥ IP Service Definitions...
QK. Cancel | Help

14
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6 FREHNTREINE , 2% DHCPTIHMW S ® 6, £ Hostl H3TFF PST TER KL, AILUE

I, SCALANCE X414-3E,

#{ Primary Setup Tool - Broadcom NetXtreme 57xx Gigabit Controller - Packet Scheduler Minipo... E|!z|$2|
Metwork  Module  Settings 7

% |dm | B

Device name

Gerneral information
+ IMC ; 08-00-06-96-94-E7 : 192.168.0.1
lm] 5 CALANCE »-400 : 00-0E-2C-2B-D4-E7 : 192 168.0.100

B3 IE 5% %88 AT LAFTFF 192.168.0.100 K9 Web TTE .

2l SCALANCE X-400 WEB Management - Microsoft Internet Exploren

File Edit View Favorites Tools Help

@Back il > | \ﬂ @ ;j /_J Search ‘ET/'_n‘\Tll’Favorites {ﬁ [' k_,_;,_. .ﬁj = _J ﬁ rﬁ

fddress ] http:f192.168.0.100;

Sl EM ENS | Automation & Drives

® Console & Support SIMATIC NET

Authorization

User narme: Iadmin 1!
Passward: | _I
Logon using a secure HTTPS connection
BRE BTN
5.1 VPN #i&

VPNENEE#l % FAM (Virtal Private Network) , 2 —&FBINWAAME ( ELZLHME ) B
72, RPN, RENWRBE. BIXMERENHSMMBER , - 2ANE (BERE
BM ) BY —NMERE, R2RERE , NISSTELN EERAERE,. RILERNENREER
Bl BE , VPNEXNBLARMNNYT R , BEEAUBZREAF, QN80 X0, Bl RFER
HUBERELRNATRNEY JENRLERE , ARIEBENZ2EH, MY TIUME , VPNF
URRAZEHNFRRERE ZBBFEIRHOPER ( Confidentiality ) , EXAIFEST
( Authentication ) , SEEM ( Integrity ) M IARIES, XHEMBILT —NMEBLEBDOIAE

M, WPNRET —NEFERNFERRERBINAMELZEHRBERFE.

15
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FERIIVPNEY , FZEVPN ServerMIVPN Client , H BB AN H. S, AJ@ELHAN
SCALANCE SEEIIVPNIEIE , 7] LAFIA Softnet Security Client3X 435 HIPCESCALANCE S 8231
VPNIBIE, iX#¥SCALANCE SHYP M LA PCERR £ £ IR,

VPNHIRSER R AR L RBERAR , IEHERARERBBESBIE —E , FsMEM
TaXk , XM —FH I TR UK BRI ER S I — MR 3,

SCALANCE Sfif fIPSectMY HIBRIBAE N SRH VPNV BRE, IPSecR1EXEIPVERIaIER , 2IPv6
H—Er, HIAEIEISOIOSIHIMERE , BIE3RE. IPSecthUEEHRZLRARESE —i2, ATUEY
—Ng2, AFEMNRBE. IPSecR—METREISERE , XTRELLEKE ( SA Security
Association ) FiE#, IPSecREIPME L RIELZ2BEMN T BFRHEESR | IPSecEPr LR —EML
BMAREMINY , EEPEREKERRIE, BECTEENBERZNE, HPLREENE
RFC2409 IKE ( Internet Key Exchange ) B MZ4A3#k, RFC2402 AH ( Authentication Header )
BiFE3k, RFC2406 ESP (Encapsulating Security Payload %&£ & fif) MBRHIFES il

IPSecBIAHMESPIX AN L £ HUCKRMBIF R IE, BHIE\ETBEENBBEREENELR , H#
BIER OB IKERIPSeciRE T B AR AN, BUMESR T2 ERESANIRS |, LAELIPSec
MEANERE, AHREXRIEMY , TERENIIAEETRERRIE. BETEERBRAMPBRIE
HEhEE ; R, AHH TMBFA RO BIER. ESPRHVRLBANN , TRIZEAHDMIFRE
hEEz N ((BEHBBETEMERE T EEPK ) |, EUREXIPIR XA N EE, AHFIESP AT LA &30
R , LA AERER. X TAHMESP , BEMMRFEER  FREAMBEEEN, SCALANCE S
B FIVPNZR & R B R R EFESP R £ i,

IKEREF TR BN IPSec TRAMBEHBI R BE : F—ME , BESAHEARIT
—NMEBEYSFHRIENZ2RFNEE , KMBRHTREY T —MNL2EKE |, FNIKESA ; E=
e, AE—MBRFMEYNZLBENIPSechB L 2RSS , Bl NIPsecthBEMNZ IR , BV
IPSec SA , TIPSec SAR T HRAHIPHIER 24815,

IPSec SARTABE F IREMNARNEY , BERYNEFTRESHN , FIRBNIFER®E , M

BRURIERSM, XNRECAKEEHTEZERBREY SRATRNTRE, KEHIH

16



Copyright © Siemens

AG Copyright year

All rights reserved

IPSeciRfit T BF A TIRHH ., BURLKBHIRS , UF{LIPSecERAMER, KEEF—F
BRFNSE , AUEFTRENNE LR 2 KEH, RIESH. BUKERSKE,

DH ( Diffie-Hellman ) ¥R #4849 K. Diffie-HellmanB k2 —fh AN HRBRPAE L, BENA
EREEEANER TBEE MR —EHE |, TEERAENEA. MENTRI R MBBIENIR
HAREEHRENFY, KENWBERETEXETETRENNE LEREXFH K MEEE—XK
FIBENRER  SLITEERNAHENER, DEE=E (WNEF ) BRTXSATIHERHAN
FIEXRRHIE  tFENTEHEENER., TENRIMEZ LM ( Perfect Forward Secrecy |,
PFS) . PFSR—RhR &8 , - NEBHRBE , A THHHATHANR M , RAXEFHAR
BB RERR. PFSEHDHE LRER,

SRRIE. SHREBINEENEWEHB. X Fpre-shared keyRIEH % , Wil 7 ARMER—
MNMAAFEZSR  RIEFTERTARENS~EHENZHAN, RIEFREIUNS HHHXE.

BRRF. FHRBEBATEZREMELE | ST THFHBENRE

FERFC2409%HE , IKEE—M BRI E TR AR RER : X ( main mode ) MBEE
3\ ( aggressive mode ) » MENTEXFIETHREXTRMH S G R SCALANCE SAILAE A
IKEE BB IIKE SA. HATURBEZFENMERRERTEXARNFEER,

TERERIPSect EAt , L RIPSec AR, SARBENANELERNAE , i , AW
MY (AH, ESPERPMELAER ) . MUWRERR (LREINRBEER ) . MBEE
( DESFI3DES ) . BERFRFBEFENREZFAURBHANEFRDE,

IPSec SAZ2BXEREMK , EMINFHZEHINMRERE , ROFTEFRNLEBRERS 31X
ANHEHBBERETRZLAY ., REBRBEFEFAS, £FRAPNTHESEFRMAR | U
BR R, SREEKENSEMITEN ; UREBARH , SERIEENKEE (71 ) it
1T %, SCALANCE Sf&£ Al i) 2 & i B K E #IPSec SA.

AHFIESPERREB XY IPIR Y STER MM TR , MBI X EEAIBRPRERENR, RIEEZE
WX FTERBIFEHY , EHBRE —MEBEZIEIERKNEERA , AFEEEKER L
MEE  ZAEBAEERE. PSec WATERE , MEFRMEERMEEN , MRTRIRRE

17
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BARZERMN . — MK IPSecF AMIIIEE L : MD5 ( Message Digest Version 5 ) B # A

EEKERHEE , FE128bitHHERE, SHA-1BE M A KE/DNTF2064 8 FLEREE | =4

160bithyH EHE, SHA-1 ( Secure Hash Algorithm 1 ) I EKFMD5 , AMRER£M, &

IPSec SAMTER , SCALANCE SH LA BEMD5E, & SHA-1,

ESPREB X IPIR X ABRHTMBERY , BIERNABRELCALEPEIAR. NBEEEZXANER

BEINMEZEARS , ©EAEERNZANBEHTNBENRER, —MKGIPSecEAFIMEE

3% : DES ( Data encryption standard ) £ F56bit#9 2483 — 1 64bithYBA STHR# 4T I1%F . 3DES

( Special triple DES ) f£ A =1N56bitRYDESE4A ( £ 168bitZ4A ) XNBA X #1TINE ., 3DESEFE

SNZeM  BEENFHENEREELLDESES 2, 1EIPSec SABTEX , SCALANCE SBR T BJ LAfE A

DESE{3DESH {T#IE % , i "I AAES ( Advanced Encrypting Standard ) #9753 17 0%,

5.2 VPN &

VPN A RE :

S| zrems BT
= "
' [— [
\ Host 2 192.168,0.2 Host3
1192.168.0.4 192.168:0.5

192.168.0.100

SCALANCE X414-3E

Host 1
192.168.0.3

Hostl 53 #2 4/l SCALANCE X414-3E #H3%E , 2 4> SCALANCE S W9 SN ZBM &% O 1 % 3 5 SCALANCE

X414-3E #iE, 2 4> SCALANCE S By R ER M &% O % 31 5 £ #1 Host2 ] Host3 #i%E,

F5

ABLR

1

FETMB AP BMHBEER vpn , EERASSZE DHCP AT TSR, EUWE PMAFNLZLER
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S612 V2, RIFEMEZESERE IP st , FMEREH SR SCALANCE S B MAC ik,

# Security Configuration Tool [ ¥pn -- C:\WProgram Files\SIEMENS\Security_Configuration_Tool\Projecis\Configuration1Yvpn\ |

Project  Edit Insert Transfer Wiew Options Help
|| si| [ =]
Murnber | Marne ] Type 1 IP Address ext ] Subnet Mask ext. | IP Address int Subnethaskint | Default Router | MAC Address | |
2 Modulel  BE12W2  182.168.01 255.265.2586.0 08-00-06-96-94-E7
Eip] Module2  SE1Z2W2  182168.02 255.265.2585.0 08-00-06-96-84-B7
ﬂfﬂ WM Groups
Reach Current User: vion Role: Admin Standard Mode | Offine |2

MR | HEAE VPN Groups , A —NFTH, S T ER R da

o

=7 Security Configuration Tool [ vpn -- C:\Program Files\SIEMENS\Security_Configuration_Tool\Projects\Co... |Z||E|z|

Project  Edit Insert Transfer Wiew Options Help

Dls(m| el x| A bl =]
Offline View Group Mame Authentication Group membership until | Comment
=[] Al Maodules

! B

heady | Rename Current User: vpn Role: Admin |Standard Mode | Offine j‘il

ZRIAA Groupl,

&7 Security Configuration Tool [ vpn -- C:\Program Files\SIEMENS\Security. Configuration_Tool\Projects\Co... E|E_]rz|
Project  Edit  Insert Transfer Miew Options Help

Dlcp|@] cfe) x| /| o =)
Offline View Group Marms Authentication Group mernbership until I Cormtrient
= D All Modules ﬁ%Group‘l Certificate
5 Module!

& ! 2

Ready fCurrentUSer:vpn Role: Admin EStandard Mode | Offine |2

RBEEMER , ABEFRFEHE Modulel 1 Module2 ZIFTZE#Y VPN Groupl F, iXBTZEERH
BN HeT hECHN Groupl NRRARBENIE, EMVEERT , TUEIRIANE
HRIEARNEANRIERRIESR , BXHE 2037 F42 A 13 A,
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&7 Security Configuration Tool [ ¥pn -- C:\Program Files\SIEMENS\Security_Configuration_Tool\ProjectsiCo... EHEE|
Project  Edit  Insert Transfer Miew Options Help

D[] (88| Blal] o] = ]

Offline ‘iew Murm... I Marme I Authentica... | Group membership until | Tvpe
= ([ All Modules 91 Modulel(Shorcut) Cerificate 2113/2037
8] Modulet iz Module2{Shorcut) Certificate  2M13/2037 5R12 V2
B Module2
=] @ WPM Groups
b ﬁ'iﬁ Group?
Ready éCurrent User: wpn Fole: Admin [Standard Mode Offline ‘3

AR ERZEREPN R RRO BRIt E. F20 , Wd Modulel AR Groupl

BPR. ThIRE S 3R BT,

- Certificate Yalidity

[ TR ; Certificate valid until:
Dl?|@| sl x| 5911 dnf [@ 4 iz =
Offline View Group Mame u July, 2036 membership until | Comment
=3 All Modules B Group (Shortout) Sun Mo Tue'Wed Thu Fri Sat 036

5 Modulel 79 3 1 2 3 4 §
P i? Module2 E 7 8 9 10 1 12
=1 ¥PN Groups 4E» 14 15 16 17 18 13

ﬁga Groupi 20 21 22 23 24 25 2%

< ks a1y | >

Ready (Currentl £ Today: 2/13/2008 : Standard Mode | Offline |2

BFIEPHNRIEARNIIEERS , A UFEATMBIRAZZHARIE, EF View X2 TH Advanced
Mode, M5 VPN Groups FHIAMIEER Goupl B#R , 3 H Group B, EEMEHZFHE

iEo X4F IKE SA H IPSec SA AJABIBEE#H 1TEK , XEFARIANRE,
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el

roup Propetties for: Groupl

g Preshared Key " Certificate

Key: TEIFKCKuCtH ZR Name: |

i Advanced Settings Phaze 1

IKE Mode: I ain v
Phaze 1 DH Group: Group2 v

54 Lifstype: Time : 54 Life: |2500000 miin

Phase 1 Encryption: ADES-168 - Phase 1 Authentication: |3Hm j

i Advanced Settings Phase 2

54 Lifetype: Time - S Life: |2380 i

Phaze 2 Encryption: ADES-168 - Phaze 2 Authentication: | SHAT j
I Perfect Fonmard Secrecy

i Comment

I

0K | Cancel Help

XEF , TE VPN B Z 2B BRI 5B Preshared Key B9 5 XK.

Project  Edit  Imsert Transfer Wiew Options Help
Dl|@ mo{m]x| 8]a[0 bl (= =l
Offline Yiew Giroup Mame Authentication Group memberzhip until | Comment
e @ Global Pud-Rulesets ﬁ?}iGroup'I Bretiaied
=1-(Z Al Modules
B Modulel
_ £ Module2
= @ VPN Groups
i ﬁlih Group1 3
Ready [Current User: wpn Fole: Admin Advanced Mode | Offline |2

1£ Transfer 38 | %32 to All modules i&X, TEIE .
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Download To All Modules

Module Marne Status ]
b dule Changed

Module? Changed

r LOGar a5 cument Lser AL

1_. Show onluchanged modiles ._"::. [ =l e | |

Procezzing: | kModulel

| Start | Skip Abart Detailz <«

20132008 3:21:24 PM Transfer started. ..

2/13/2008 32124 PM Madule? Transfer started...

Starting GetlP

E stablizhing connection ...

ploading wersiaon ..

httpz: /#4192, 168.0.1: 4434 prof_info.tat File ransfer started
. Section was transferred successfully V0.0.0.2

[ Kttpe: 44192 168.0.1: 4434 ip.conf File transfer started

e |

AR TERE.

Download To All Modules X
M odule Marne Statusg ]
kodule Download OF
b odule? Download OF,

A Ping Mzt , R Hostl & Ping HE E# host2 F 3 , £ & Ping T,

i E41 host2 M 3 Z A AT LAM B Ping i&.

T B T TR Modulel F Module2, 3:EAAHRARIEL,
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& Security Configuration Tool [ vpn -- C:\Program; Files\SIEMENSYSecurity Configuration_Tool\Projects\Co... E E

Project  Edit  Imsert Transfer Wiew Options Help

Dl{m| e U i @[5

Online iew Murr.... I Reachable J MNarne JAuthentica... Group rermbership until iType

=12 All Madules | |&h Yes hodule{Shortcut) Prezhared 56122

5 Moduled Madul ) 2
- Module2
=] @ WPN Groups
2 [ilih Graupl &

¢ I3 = | >
F’xeaﬂy Fent e vpn.RDIé:Ad.m.i.n _.-‘;-\d.\-"ﬂnCBE;IIMDE.JIE : Q.;,
ML EMEH Modulel B4R, TTEAEE modulel FIRAFE R, B BH, REEER, BRA

B, BRIERER, BIRES, AEHTR. Modulel WETRSES.

Statusi Date and Timei Syistem Log] Audit Log] Packet Filter Log  Communication Status 1 Internal Modes
|Kriown Scalance 5 Devices
Mame l IP Address l Known By Tunnel Status |
,ﬁ? Module2 192168.0.2 configured enabled
Endpoints behind: 192 16802 Known By configured
lIE: MAL Known By Subnet 1D /Subnet mask
é 192.168.0.5 08:00.06:90:BA:AD learned
Froperies of tunnel to; 192 168.02
Statug Source Destination Encrypti... | Authentication SPI Bytes Elapsed | Soft Expira.. | Hard Expira.. | Soft Exp... | Hard b
enabled 192.168.0.1 192.168.0.2 3DES HMAC-5HA1 01a51041 38408 154576 171856 1] a
enabled 192.168.0.2 192.168.0.1 3DES HMAC-5HA1 d9763as1 9216 154576 171856 a a
€ | *
I Auto Refresh ]5 5: Seconds Refresh
Fi.eaay .

Module2 BB IIRAEER.
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Module2 [Online Yiew ] 5]
Status] Date and Time] System Log] Audit Log] Packet Filter Log  Commurication Status ] Intermal Nodes]
Enown Scalance 5 Devices
Mame |F Address K.noven By Tunnel Status
1 192.168.0.1 configured
Endpaints behind: 192.168.0.1 Known By: configured
IP MALC K.nown By Subnet 10/5Subnet mask
é 192.168.0.4 00:11: 25:85:44:40 learned
Properties of tunnel to: 192.168.01
Status | Source | Destination | Encryption | Authenti... | SFI | Bytes Elapsed | Soft Expira... | Hard Expira... | Soft Exp... | Hard E
enabled 192.168.0.1 192168.0.2 3DES HMAC-.. 01251041 43712 154162 171442 1] a
enabled 192.168.0.2 192.168.0.1 3DES HMAC-..  d9763as1 10022 154162 171442 a a
< | >
[~ Auto Refresh 5 3: Seconds Refresh
Ready

FNE B
6.1 Bg kiR
HHBNEEEAREETRMEN IPNE , BATTLUEREBAIENLER. LR BGRE

HILER , BRAKRRBEGEEE , REMERGBEAT , TAMZRERER , RENEZREHE
R, NTIERERE ZE HE R TR,

MNSEMERENBERE , BEFNEASIRIFEERL. EREIHRENEE_EN
KPR |, BWHB[EAZTNRGEDIUNEE ERNBIRER TS, S, —EEF IP B
HYBE FRER AT MEM & X0 B SN T B , RERE MK IP it YN &R E T W BT B Has. X
TE-ITMERINKES  BERH2EMTEERRE , AEAMNY R, Fit, £R%
HERRRNYRBENEZETETELRAEERESWE BRI TG, B2 , ¥ THREEHE
ZHIMLE  ERABERTURSMENBERE, 5/, NEF2FE BRE , MAEN &
SEREMEH , TENSATRERER , EMENEENREE. RERTABHSIEME
%, REREBNSA MR

MES LS , ERMEPRINEHBRNEN R RIERZLAFRIANIRINERRS, — KK
X, RUNEERS SN T MERENRAKRHASRRTK. BHFANEETERENETIKER
HNENMEMI R —RRECRREE  HHZBEEREEETENER, ARTR , EE&E
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BRHKEAEMEERIRABNXENE. ATER ; XALHE , ERABFREESHPER
BRI IIE—BR & (Route Table ) , 8% HEIR AT E M.

BHARTURHRSEERAEEREFN , LA LHAREI[EHR. HREEERBERE
HFEENRBRTZHBS (static ) AR , —MEERALZENHREMZWE BB A LR
TN, ETARRMEERHREMHRE. 32 ( Dynamic ) BEKRZHRHBFBEMEREN
ETERM B EENE AR, B H[RERBIEFEHI ( Routing Protocol ) 14K THEE , B3h
ZIMBZMEZTER , EEEN B ITERREA RN RERR,

SCALANCE S IRt EARMERHIhEE , FREANMNFIIHMKTRK. SCALANCES AT EB/HK

e , FREERBASRASTIRRE , XHEFERINRFZF ZANAERENR,

6.2 B AR

BHEMEESH :

. : LR — N
;\ = ] ‘\ /I
\[ ] Host2 ' \ Host3 .~
192:168.10.4 .-~ el 192.168.20.5

------- 192.168.10.1

E#1 Host2 5 SCALANCE S A 1 #83%E , 41 Host3 5 SCALANCE S#% A 2 #8i%E., Host2 ¥ FF
M2 ZMERE IPMS5R 192.168.10.1/24 , Host3 L F FM 3 1 | ZMEX IP M<K

192.168.20.1/24, B4k P it SZMEATHE,

Fs | AB5SR

1 FEWE AR EMBBEN Route , BRESSE DHCP A S H, EHMEFMA 1 2L

M S612 V2, BIEMEELESEIRE IP st , FREERDHHERIA N SCALANCE S B MAC Hi ik,

&7 Security Configuration Tool [ Configuration] -- C:\Program Files\siemens\Security Configuration_Tool\Projectsi]*

Project Edit Insert Tranmsfer Wiew Options Help

D@ =|ex| 59]5[5 bl [= 2

Qtfine iew Number | MNarme ‘ Tvpe IP Address ext. Subnet Mask ext IP Address inf . Subnet baskint. | Default Router | MAC Address I
=23 All Modules 8 Modulel  SE12W2  182.168.10.1 255.255.255.0 08-00-06-96-94-E7
£ Modulel
@ VPN Groups
Reacy Current User: route Raole: Admin Standard Mode | Offine |@
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Rfi B M Modulel WEFR , 58 AR AR B BEIRBIEXS EHE. 4 Routing Modus , £8E

Routing active , IR EBM LR IP MXH 192.168.20.1/24,

Module Properties - Modulel 5]

[%l Network1 m Firewall Settingsl ‘J—N Time Synchronization Fouting Madus l

i Routing
¥ Routing active
external module [P address 12 168 external subnetmask

intemal module [P address 132.168.20.1 internal subnetmask 255.255.255.0

QK. ‘ Cancel | Help

KRii OKZRHME R , A RrFHE.

&7 Security Configuration Tool [ route -- C:\Program Files\SIEMENS\Security_Configuration_Tool\Projectsiroutel |

Project Edit Insert Tranmsfer Wiew Options Help

Dfe|m| felm]>| 500 il [o 2l
Offline View MNurmber i Mame 1 Type IF Address ext ] Subnet hlazk ext P Address int Subnet baszk int Default Router MAC Address
o= 5?1 hModulel  SE12V2 192.168.10.1 255.255.255.0 192.168.20.1 255.255.255.0 08-00-06-96-94-E7

55 Madulsl
@ VPN Groups

Reacy [Current User: raute Role: Admin Standard Mode | Offine |@

ERHERT , FEFBHAERN, XEHME Modulel BIEFR |, B HIREREXHNEREY
FHEHE, R Firewall settings , £ #E Allow IP traffic from internal to external network, X4

AWFREIBMEH RGN , URIFAN. [T OK RS RIRE, REFEHMEH T
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E5

Module Properties - Modulel
=] Network ﬂﬂt Firewall Settings

Configuration

M M

Allo [P traffic from internal to -
external netwark,

B B
[ [
IF Logging MALC Log Settings
[ Log tunneled packets I
[ Log blocked incoming packets I
[ Log blocked outgoing packets I

This module is in routing mode. Therefore the MAC rules will not be applied.

k. Cancel Help

SHUAURBERHREE , LUNFENRSLENH . Xeta OB A EmAN B SRERX,

EEREA P ERE Log HEINEE,
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Module Properties - Modulel

=8 PN ] Fouting Modus 1 @ DHCP-Server ]
[%l Metwork ﬁﬂi Firewall S ettings ] S5L Certificate ] ‘J: Time Synchronization ] rl,—'ﬂ Logaing ] % Modes ]
IP Rules ] MAC Rules (inactive) ]
Action | Direction | Source IP I Diestination [P I Service I Bandwidthihd... | Log
Allow Internal->External (ally o
Cirop External-zInternal (ally o
<
sl el dld Rul R Rl 2 § IP Servioe Defini
RU'ESE[S RU'ESE[S Lle 2move Rule ervice Dehnitions...
ak. Cancel ‘ Help

45 PC 41 Host2 iR & IP MM 3%,

Internet Protocol [TCPIP) Properties

General |

Y'ou can get IP settings azsigned autarmatically if your netwark, supparts
thiz capability. Otherwize, you need to ask your netwaork. administrator for
the appropriate [P settings.

(") Obtain an 1P address automatically
() Usze the following [P address:

IP address: [ 192 . 163 . 10 . 4 |
Subnet mazk: | 28R 255 2550 0 |
Drefault gateway: [ 192 168 .10 . 1 |

() Uze the following DM5 server addresses:

Preferred DMS zerver:

Alternate DNS zerver | . . . |

l_ (]S ][ Cancel ]

45 PC =4 Host3 % & IP MM %,
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Internet Protocol (TCP/IP) Properties

General

You can oet IP settings assigned autoratically if your netwark. supports
thiz capabdity. Othensse, pou nesd to ask your network. administrabor for
the appropaate IF seftings.

") Obtam an IP address automatically

(%) Uze the follawing IP address:

P addiess: 192 168. 20 . &
Subnet maszk; 25 2Rh 285 . 0
Default gateway: 192 168 . 20 . 1

(3) Uze the following DNS server addiesses:

Prefermed DMNS server

Alternate DMS server

Advanced... |

[ ok || Gonced |

fF A Ping ThEeMiX B8 A ZhAE. Host2 £ Ping El Host3, MiX4ERTE.
WINDOWS\system 3 2VCMD . exe

C:-“Documents and Settingsrping 192.168_.20_.5
Pinging 192.168.28.5% with 32 bhytes of data:

out .
out .
out .
out .

Ping statistics for 192_168.20.5:
Packets: Sent = 4, Heceived = #,. Lost = 4 (188x loss),.

Jocuments and Settings )

Host3 f A Ping | Host2, A RE. S A M B SN M /Y2 B 2D 8E o
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AWINDOWS\System3 2\cmd.exe

C:“Documents and Settings“Administratorrping 172.168.168.4
Pinging 192.168.18.4 vwith 32 bytes of data:

Reply from 192.168.18.4: hytez=32 time{imsz TIL=127
Reply from 192.168.18.4: bytes=32 time{ims TTL=127
Reply from 192.168.18.4: hytez=32 time{imsz TIL=127
Reply from 192.168.18.4: bytes=32 time{ims TTL=127

Ping statistics for 192.168.18.4:

Packets: Sent = 4. Heceived = 4, Lost = B (@x loss?).
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

ﬁﬁlﬂﬁﬁﬁﬂﬂ,KEEM%ﬁmmmﬂﬁﬁoWuﬁﬁmMMﬂW@ﬁﬁHEEEoﬁ
I Start reading &4l , # 1 Log Settings X{iF4E , Ri% IP, Dropped Packets 1 Passed Packets
3 MNEI,

Log Settings
Categories l I:apturel

[v [P [Layer 3)
[ MALC [Layer 2)
v Cropped Packets

v Paszed Packets

k. | Cancel

ME AT IEE R
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Modulel [Online Yiew ] 5]

Status] [ate and Time] Syztem Log] Audit Log  Packet Filter Log l Communication Status] Internal Nodes]
PacketFilter
Mo | Date | Time | Source | Destination | Protocal | Interface | Action | Direction | Mates ~
3217 2/14/2008 1:24:58 PM.84 192.168.20.05 192.168.10.04 lcmp Ext Paszed Out IChP: Ty
2177 2/14/2008 1:24:58 PM.84 192.168.10.04 192.168.20.05 lcmp Ext Paszed In IChP: Ty
3B 178 2/14/2008 1:24:53 PM.84 192.168.20.05 192.168.10.04 lemp Ext Paszed Out IChP: Ty
'}@ 179 2/14/2008 1:24: 59 Ph.84 192 168, ‘ID 04 192 168.20. 05 lcmp Ext Paszed In ICHP: Ty
2 g ; . lemp s Dropped 3

'}@ 18 2/14/2008 1:25: DD Ph.84 192 168, 2D 05 192 16810 04 lcmp Ext Paszed Out ICHP: Ty
32102 2/14/2008 1:25:00 Pt.84 192.168.10.04 192.168.20.08 lcmp Ext Paszed In ICHP: Ty
22183 2/14/2008 1:25:01 PM.85 192.168.20.05 192.168.10.04 lemp Ext Paszed Out ICHP: Ty
32104 2/14/2008 1:25:01 PM.85 192.168.10.04 192.168.20.08 lcmp Ext Paszed In IChP: Ty
2105 2/14/2008 1:25:02 Pt.85 192.168.20.05 192.168.10.04 lemp Ext Paszed Out IChP: Ty
32106 2/14/2008 1:25:02 Pt.85 192.168.10.04 192.168.20.08 lemp Ext Paszed In IChP: Ty
32107 2/14/2008 1:25:03 PM.85 192.168.20.05 192.168.10.04 lemp Ext Paszed Out ICHP: Ty
32108 2/14/2008 1:25:03 PM.85 192.168.10.04 192.168.20.08 lcmp Ext Paszed In ICHP: Ty
32189 2/14/2008 1:25:04 PH.85 192.168.20.05 192.168.10.04 lcmp Ext Paszed Out ICHP: Ty
32190 2/14/2008 1:25:04 PM.85 192.168.10.04 192.168.20.08 lcmp Ext Paszed In ICHP: Ty
32191 2/14/2008 1:25:05 Pt.85 192.168.20.05 192.168.10.04 lemp Ext Paszed Out ICHP: Ty
3B 192 2/14/2008 1:25:05 PH.85 192.168.10.04 192.168.20.08 lcmp Ext Paszed In IChP: Ty
32193 2/14/2008 1:25:06 Pt.85 192.168.20.05 192.168.10.04 lcmp Ext Paszed Out IChP: Ty
32194 2/14/2008 1:25:06 Pt.85 192.168.10.04 192.168.20.08 lemp Ext Paszed In IChP: Tyy 3
. 2

r Buffer Setting=:| Ring Buffer Stop Reading Stop Logging

Feady

=53 NAT/NAPT
7.1 NAT/NAPT &

BEE Internet WIERE |, IP BUBRERN — N T o RENEE. SLERZMIEE
FKEE P bty REBEN AR, LW ERFAEMU (T RFC1918 FEX) , K F MWD
(VLSM , Variable-length subnet mask) , 7o2£15 B #&H (CIDR , Classless inter-domain
routing) , k352 (NAT 1 PAT) , BhASHbkith(21 DHCP) X IPv6, {BRZABAKIARIR IP it T
RERBH 7 EER—RRRZEI IPV6,

ANTEWDAE PR E | — MRS ERE SIMER LERALEY. BR , &
TTEM R EERAAF IR — N RARBEX LR EEANLE U TRERZEREWN
MNBEENERER K SRKEEFNNEEHZLBEN, FFEHPEX KM NAT HRARRBIEM A,

NAT (Network Address Translation) HZhEE , REE—IMEAE , REZEEZTLUEE
BEX Pt , MAFEELTHE, ENEZNE , FiTEVEBEI NS P tut #HTER |
M 2 R EBEY T EHESHER Internet MEFITEWAET , EH NAT ZhEERY IR % (L2038 1 27) 7
TR EREH 1P ibut B ( Translation ) A AR P ithut (BNZRIS BB IP ub) 3 4T85,
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NAPT (Network Address Port Transition) I ZhEER 5 NAT WL =B HZIAW , LR 2k
Akt 4T, 5 NAT BRARNFRE , HFERA M AR 1P bk Miw O 5 £ 81 5% i 256
WEHIEUR ( Translation ) SAEBFILEHY 1P it MmO &,

SCALANCE S X # NAT #1 NAPT Zh&E , JX4¥ AJ BAXt T SCALANCE S P £269 9 W iR & 3t 1T R I
(RENE ) . B4, XTFRESEEHNELENIHHEMERE P IRE , £/ NAT W ERT
TRRIFERRM. 55, AT SCALANCE S Bt X ER/PHXIEINEE , XAFESKIL T NAT/NAPT
B, BRETLEIMAE , MASEERHASE , ASEBNTIERE | XETEITREZ
B HYAE EE .

7.2 NAT/NPAT &

NAT/NPAT P47 :
Host 2 SCALANCE X400 ~ Host3 "
192.168.10.4 102.168.101 .. 192.168.206 192.168:20.5

E#1 Host2 5 SCALANCE S i A 1 #13E , E£#1 Host3 535#2 4]l SCALANCE X400 #BiE , ¥4l
SCALANCE X400 & SCALANCE S BV O 2 #BiE. Host2 L FH\M 2 | iZFERRY IP Mk
192.168.10.1/24 , SCALANCE X-400 #1 Host3 . FAAM A |, ZMER IP M><H 192.168.20.1/24,

B Pt SZEREZASHE,

Fs | A5SR

1 MBME AP ENEBENNAT, RESERHASHSR 3, Rifi View ¥ |, %
Advanced mode, MEHME Modulel FEHR , ¥ HBREXNERBEENFE, %F
Routing Modus 12, f##E NAT active 1 Allow Internal->External for all users, X##FiH AZBIE
A LANBREIRERIZBEIRBER. A NAPT active , 45 I MAYIR % SCALANCE X-400 % &

S\EBiw A& 15000, EEFEBE T 8000 F 65535 Z B OE,
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Module Properties - Modulel %)

[%l I etwork. ] ﬁﬂi Firewall Settings 1 55L Certificate 1 ‘;_, Time Synchronization ] 42 Logging ] E'_EI_ Modes
T VPN Routing Modus I DHCP-Server
i Routing —
W Fiouting active
external module [P address 19216810 external subhetmask 2562
internal module 1P address 152.168.201 internal subnetmask 285.255.255.0
[ MAT - o MAPT
W MAT active ¥ MAPT active
v Allow Internal->Esternal for all users external IP address
external IP address | internal IF addrezs | Direction external port internal IP address I internal port
15000 192.168.20.6 a0
£ |
i'l 92168101 ]" |Internal->EHternaI
Add J Femove I Add ‘ Femove ‘
(0.4 ‘ Cancel ‘ Help ‘

K Firewall Setiings 1= , A2 ABAN, X E 7 LB EZHA MR %E SCALANCE X400 B9 IP o

FH1E Log HBUE B EIhEE, REBEH THo

- Modulel 3]

Module Prope

=) Network | 3 Firewal Setting 551 Eertificate] L Time Synchronization] B55| Logging] Nodes] =2 VPN ] Routing Modu31 DHEF‘-Server]
IP Rules | MAC Rules (inactive) |

Actioh I Direction I Source P Destination [P J Service I Bandwidthi... I Log

Allowe Internal->External {ally )

Allowy External->Internal 192.168.206 {ally i

&

I'E:I‘::Zi ‘ gz::::; ‘ Add Rule Remowe Rule I b o I ¥ ‘ IP Service Defimitions... ‘
ak ‘ Cancel | Help

45 PC 41 Host2 iR & IP MM 3%,
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&
%]

Internet Protocol (TCP/IP) Properties
General |

You can get IP zettings assgred automaticaly if your network supports
thiz capability. Othemvize, you need to ask pour netwark adminiztrator for
the appropriste P settings.

() Obtain an IF address austomatically
(#)ilze the folowing |F addiess:

|P address: [192.168. 10 . 4 |
Subriet mask: | 255,285 . 255. 0 |
Default gatewsy: [192.168. 10 . 1 |

(%) Use the following DMS server addresses:
Preferred DNS server: . ; : |

Alternate DNS server: . |

[ ok ][ cence |

45 PC 41 Host3 iR & IP MM 3%,

Internet Protocol (TCP/IP) Properties

General |

You can get IP settings assigned autamatically if yaur netwark, supparts
thiz capabiliby. Othenwize, you need to azk wour nebwaork, administrator for
the appropriate [P gettings.

(") Obtain an IP address automatically
(%) Uze the following IP address:

IP address: | 192 168 . 20 . & |
Subnet mazk; | ke . O |
Defaul gateway: [ 192.168. 20 . 1 |

{®) Use the following DMS server addresses;

Preferred DS zerver:

Altermate DNS server: | . . . |

[ Ok, ]| Cancel |

%8 SCALANCE X400 B9 IP st FIM <0 :
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"] System

H{] Switch

2] Router
B Parts [] DHCP (] BoGTP

EHIQ Statistics

E
C
2]
£ Agent FTP TELMET 55H
E
£

In-Band

H]II] SCALANMCE ¥414-3E [l sl il el

tH ] ¥-400 Agent Enabled Features

[] HTTPS only
[] E-mail [ 5yslog [] RMON

Agent IP Configuration

IPAddeS:hQEJEBQDﬁ

Subnet Mask: |255.255.255.D

Default Gateway: |192.168.2IZI.1

Agent VLAN ID: |1

MAC Address: |00-0E-8C-88-D4-E7 | [00-0E-8C-8B-D4-E6

£/ Ping ThBEMiX NAT Zh8EE. Host2 £/ Ping E) Host3, M4 RTE.

v CAWINDOWS\system 3 2VCMD . exe

C:\Documents and Settings?ping 192.168.28.5
192 _168.28.5 with 32 hytes of data:
timed out.
timed out.
timed out.

timed out.

Ping statistics for 192.168.28.5:
Packets: Sent = 4. Received = Lost = 4 (188 loss>.

C:“Documents and Settings>_

Host3 f A Ping | Host2, A& RE. S A M BN M /Y35 B 2D BE o
CAWINDOWS\System3 2\cmd.exe

C:“Documents and Settings“Administratorrping 172.168.168.4
Pinging 192.168.18.4 vwith 32 bytes of data:

Reply from 192.168.18.4: hytez=32 time{imsz TIL=127
Reply from 192.168.18.4: bytes=32 time{ims TTL=127
Reply from 192.168.18.4: hytez=32 time{imsz TIL=127
Reply from 192.168.18.4: bytes=32 time{ims TTL=127

Ping statistics for 192.168.18.4:

Packets: Sent = 4. Heceived = 4, Lost = B (@x loss?).
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = Bms, Average = Bms
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ik NAPT ThAE | 3T IERISAES |, a2 A% A//192.168.10.1:15000, [EZE,

<M SCALANCE X-400 WEB Management - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Back - \_‘) \ﬂ @ “_;j ,',.._\JSearch ‘SF:HFavorites {:’3 [~_:v :\f |ﬂ] - _’| ﬁ 'ii

fAddress !@ http: /{192, 168.10.1:15000{

SIEMENS

| Automation & Drives

® Console & Support SIMATIC NET

Authorization

User name: | admin v

Fassword: | |

Logon using a secure HTTPS connection

A TAREE TS | WEENES Modulel BAF, THEE modulel HETRABELR, &
i Start reading #&4H , 38 1 Log Settings Xfi&4E , K% IP. Dropped Packets F Passed Packets

3 METL,

Log Settings

Categories l Capture ]

W P [Layer 3]
[ MAC [Layer 2)
v Diropped Packets

W Passed Packets

k. | Cancel

MEAMTIEE R
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Modulel [Online Yiew ]
Status] [ate and Time] Syztem Log] Audit Log  Packet Filter Log l Communication Status] Internal Nodes]

PacketFilter
Mo | Date | Time Source ] D estination ] Fratocal | Interface | Action Direction | Maotes ~
22 14613 2/14/2008 10359 P 192.168.10.04 192.168.20.05 lcmp Eut Pazsed In ICMP: Type =
22 14614 2/14/2008 1:09:00 PM...  192.168.10.01 192.168.10.04 lcmp Eut Pazsed Out ICMP: Type = 1§
33 14615 2A14/2008 1:09:00 PM...  192.168.10.04 192.168.20.05 lcmp Eut Pazsed In ICMP: Type =1
3% 14616 2/14/2008 1:09:01 PM...  192.168.10.01 192.168.10.04 lcmp Eut Pazsed Out ICMP: Type = {
3314617 2/14/2008 1:09:01 PM...  192.168.10.04 192.168.20.05 lcmp Eut Pazsed In ICMP: Type =1
33 14618 2/14/2008 1:09:02 PM...  192.168.10.01 192.168.10.04 lcmp Eut Pazsed Out ICMP: Type = 1§
214519 2/14/2008 1:03:02 PH..  132.168.10.04 132.168.20.05 lcmp Ext Passed In ICMP: Type =
2% 14620 2/14/2008 1:09:03 PM.. 192.168.10.01 192.168.10.04 lcmp Eut Pazsed Out ICMP: Type ={
2B 14621 2/14/2008 1:09:03PM.. 192.168.10.04 192.168.20.05 lcmp Eut Pazsed In ICMP: Type =
23 14622 2/14/2008 1:09:04 PM.. 192.168.10.01 192.168.10.04 lcmp Eut Pazsed Out ICMP: Type = 1§
23 14623 2A14/2008 1:09:04 PM.. 192.168.10.04 192.168.20.05 lcmp Eut Pazsed In ICMP: Type =1
3% 14624 2/14/2008 10905 PM...  192168.10.0 192.168.10.04 lcmp Eut Pazsed Out ICMP: Type = 1§
33 14625 2/14/2008 1:09:05PM...  192.168.10.04 192.168.20.05 lcmp Eut Paszed In ICHMP: Type = [,
s : =
Buffer Settingz: Ring Buffer 1 ‘ Stop Reading | Stop Logging
Feady
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